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Email Encryption Instructions 
 
Encryption capability for sending emails with PHI is available through Office 365. Encrypting messages with attachments 
that contain PHI or other confidential information is mandatory, whether sending messages internally or externally. 
 
Please read through the information below, and then reach out to Tim Bode (tim.bode@northstarregional.com) if you have 
questions. 
 
Encryption is OFF by default. 
Encryption is not automatically applied to email messages and attachments.  This means that if you’re sending an email 
with an attachment that contains PHI, YOU MUST CHOOSE ENCRYPTION. 
 
You don’t need extra encryption unless you’re emailing an attachment with PHI. 
Remember that the body of any email sent from your NorthStar Regional email account is automatically encrypted by Office 
365. The subject lines and any attachments are not encrypted automatically. The only time you need to add extra 
encryption is when emailing attachments with PHI or other confidential information. 
 
Use the web version of Outlook when sending encrypted files. 
Unless you have the Office 2019 or Office 365 desktop versions of Outlook, Sensitivity labels/encryption are not available in 
the desktop version of Outlook.  
 
Therefore, if you need to send an email with an attachment that contains PHI, use the web version of Outlook. 
 

Two Encryption Options – Confidential or Encrypt 
There are two options for encrypting emails and attachments, and each adds a different level of encryption. 
 
The Confidential label prevents copying, forwarding or printing an attachment. 
Choosing the Confidential label is the most restrictive encryption, and allows the recipient to view the attached document, 
but not much else. If the person to whom you’re sending the attachment needs to print it, then you need to choose Encrypt 
– don’t choose the Confidential label or Do Not Forward.  
 
To apply the Confidential label in Outlook web version: (This will apply the highest level of encryption, which means the 
person receiving the message will not be able to forward, copy or print the message and any attachments.) 
 
In a new email message, click on “Sensitivity” then choose the Confidential label. 
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Your message should now display a “Confidential” label: 

 
 
To Encrypt only, which allows printing and/or forwarding of the message: 
In a new email message, click the three dots, then go to Encrypt in the drop-down menu and choose “Encrypt.”  

 
 
Your message should now display an “Encrypt” label: 

 
 
If your version of Outlook on the web is not displaying the Sensitivity label or the Encrypt option from the drop-down menu, 
log out and back in. This should correct this problem. 
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Internal and External Recipients 
When sending email to other NSR employees, they will be able to open these encrypted messages normally, although 
whichever encryption option you choose will apply. So, if you choose they Confidential label, the recipient will not be able 
to forward, copy or print, even though they’re an NSR employee. If you need to share a document with PHI internally, 
consider saving it to your OneDrive, and then sharing a link rather than attaching the document to an email. 
 
If you’re sending encrypted email to people outside of NSR, they will receive an email with a link they’ll have to click on, 
which will take them to a web page where they’ll have to authenticate by entering a code that will be emailed to them. (See 
sample screenshots below.) 
 

1.   2.  
 
 

3.   4.  
 
 

Thank You for Doing Your Part 
Remember that keeping client Protected Health Information confidential is part of our job at NSR, and that it’s mandated by 
law. Thank you for doing your part in ensuring our clients’ privacy. 


