
Dear NorthStar Regional staff, 
  
Email is an important tool in doing business, but if used improperly, it can fill up email inboxes 
with unnecessary messages or cause more problems than it solves. Here are eleven guidelines 
to follow in your use of email at NorthStar Regional.  
  

1. Check your email. This one may seem obvious, but it’s still important. Email is one of 
the main ways we communicate at NSR, so it’s important that you check your email at 
least once per day. 

 
2. Think twice before clicking “Reply All.” There are times when information needs to be 

communicated to everyone in the organization (like this email message), and email is a 
great tool for that. However, rarely do replies to an “everyone email” need to be sent to 
back to everyone. Refrain from clicking "Reply All" unless you really think everyone on 
the list needs to receive your reply. In most cases, your reply needs to only go to the 
original sender. 

3. Be wary of suspicious emails. Phishing emails are email messages sent by scammers 
that pretend to be from someone you know, and they’re used to try to get personal or 
sensitive information from you. If you receive an email that feels suspicious or is asking 
you to do something that seems out of the ordinary, don’t automatically reply with an 
answer. Check with me or the person who the email says it’s from first. 

 
4. Be careful if sending emails with PHI. Office 365 email is secure and HIPAA-compliant 

when sending Protected Health Information (PHI) in the body of the email. Do not put 
any PHI in the subject line of an email message, and don’t send attachments containing 
PHI unless you encrypt the email message. (I’ve attached instructions for sending 
encrypted emails.) Keep any emails containing PHI to the minimum amount of 
information necessary – avoid long stories, details or other information that is better 
given verbally.  (For a review of all HIPAA-mandated security and privacy issues, please 
see the HIPAA P&P manual which is on the Policies & Procedures SharePoint site.) 

 
5. Send or copy to others only on a need-to-know basis. Before you add names to the Cc 

or Bcc lines, ask yourself if all the recipients need the information in your message. If 
they don't, why send it? Take time to send your messages to the right people. 

 
6. Start a new email message if your subject or topic is new. It may seem easier to just 

find a previous email from someone to whom you want to send a new message and 
then reply to that, but if your email is about a new subject or topic, please start a new 
message. Replying to an email message that has nothing to do with the content of your 
new email makes it harder for the recipient to find your email in the future, if they need 
to look for it. 
 



7. Respond in a timely fashion. Give a timely and polite reply to each legitimate email 
addressed to you. Unless it’s an emergency, it's not necessary to respond the instant an 
e-mail arrives. However, if you do not have an answer at the time you read the email, 
it’s considerate to take a few seconds and write a response letting the sender know you 
received their email and you’ll get back to them with more information later. You should 
also inform the sender if their email was sent to the wrong recipient. 

 
8. Never send an angry email, or give a quick, “flip” response. Give your message some 

thoughtful consideration before sending it. If you feel angry, put your message into your 
Drafts folder, and review it again later when you are calmer and have time to write an 
appropriate response. I had a boss who would ask me to read any emails she composed 
when she was angry or upset, as a way to make sure she didn’t say something 
inappropriate or that might be taken the wrong way. 

 
9. Be cautious with humor. Humor (including sarcasm) can easily get lost in translation 

without the right tone or facial expressions. In professional emails, it's better to leave 
humor out unless you know the recipient well. Also, something that you think is funny 
might not be funny to someone else. 

 
10. Keep private material confidential. It is far too easy to share emails, even inadvertently. 

If you have to share highly personal or confidential information, do so in person or over 
the phone. Every electronic message can easily be shared or forwarded, so when 
sending an email, always assume that others will see what you write, and don’t write 
anything you don’t want the world to see. 

 
11. Proofread your message. Before you hit send, read through your message one more 

time to make sure it says what you want to say and to look for errors or misspelled 
words. 

  
In Summary, Think Before You Send… 

 Who needs to receive this message? Am I sending this to the right person/people? 
 Is my message professional, considerate and to the point? 
 Have I re-read my message to check for errors and make sure it’s saying what I want it 

to say? 
 Would a face-to-face conversation or phone call be a better way to communicate about 

this topic? 
 


